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1. Purpose and scope
This plan describes how we keep critical services running and recover quickly after a disruption such as power or internet failure, fire, flood, cyber-attack, supplier failure or loss of key staff. It covers the head office, warehouse and online store.
2. Emergency contacts
	Role
	Name
	Phone
	Backup

	Plan owner / crisis lead
	Operations Director
	0300 000 0001
	Finance Manager

	IT recovery
	IT Manager
	0300 000 0002
	External IT vendor

	Communications
	Marketing Lead
	0300 000 0003
	HR Manager

	Facilities
	Office Administrator
	0300 000 0004
	Warehouse Supervisor


3. Critical business functions
	Function
	Max downtime (RTO)
	Data loss limit (RPO)
	Recovery strategy

	Order processing
	4 hours
	1 hour
	Cloud system; staff work from home on laptops

	Customer support
	8 hours
	—
	Forward calls to mobiles; shared inbox

	Warehouse dispatch
	24 hours
	—
	Backup courier; manual packing lists

	Payroll & payments
	3 days
	1 day
	Online banking; offline payroll copy

	Website / online store
	2 hours
	1 hour
	Hosted platform; daily backups


4. Recovery checklist
☐  Ensure everyone is safe; follow evacuation plan and account for all staff.
☐  Crisis lead assesses impact and activates this plan (log time and decision).
☐  Notify team via group message; confirm roles and work locations.
☐  Switch critical functions to recovery strategies listed above.
☐  Inform customers, suppliers and insurers as needed (approved message only).
☐  Restore systems and data from backups; verify before resuming normal work.
☐  Record costs, actions and lessons learned; update this plan.
5. Key resources and backups
	Resource
	Backup / location
	Checked

	Customer & order data
	Cloud backup, daily at 23:00
	Monthly test

	Laptops & phones
	4 spare laptops in IT store
	Quarterly

	Power
	Generator + UPS (8 hours fuel)
	Monthly

	Insurance policy
	Copy in shared drive & safe
	Annually


Testing: tabletop exercise every six months; full recovery test once a year. Sample plan only – adapt to your organization and seek professional advice where needed.




